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Abstract—Typical in-DRAM Rowhammer mitigation operates
by identifying aggressor rows and refreshing a limited number
of victim rows on either side of the aggressor row. The number
of victim rows is specified by the Blast Radius. JEDEC recently
introduced state-of-the-art Rowhammer defense, which includes
Per-Row-Activation-Counting (PRAC) to identify aggressor rows
and Alert-Back-Off (ABO) to allow the DRAM chip to obtain
time to refresh two victim rows on either side of the aggressor
row. The implicit assumption in PRAC is that charge loss beyond
the two victim rows is negligibly small and does not represent
a threat to the security of PRAC. In this paper, we develop
Ripple Attack that can amplify even a small amount of leakage
in distant rows to cause charge loss equivalent to 3x-78x the
activations tolerated by PRAC for the given threshold. The goal
of our paper is to develop an in-DRAM mitigation that tolerates
Rowhammer without relying on a pre-defined Blast Radius.

We observe that as subarrays are spatially isolated from
each other, activity in one subarray does not cause charge
leakage in rows of another subarray. To develop Blast-Radius-
Free Rowhammer mitigation, we propose SALT (Subarray-Level
Tracking and Mitigation). SALT tracks activation counts per
subarray, and when the count exceeds a specified value, it
triggers ABO to obtain time for refreshing a portion of the
subarray. SALT bounds the maximum number of activations to
the subarray before all rows are guaranteed to be refreshed,
thus providing Blast-Radius-Free Rowhammer mitigation. To
reduce the slowdown from ABO, SALT-C coordinates the demand
refresh operations such that ABO is not required if the activations
to the subarray are below what can be handled by the demand
refresh, thus reducing ABO by 48x. SALT-C not only provides
stronger security guarantees than PRAC due to Blast-Radius-
Freedom, but also has 38x lower storage overhead than PRAC,
and incurs lower slowdown (0.3% vs 1.7%) than PRAC.

I. INTRODUCTION

Rowhammer occurs when a row is frequently activated,
leading to charge loss in neighboring rows. The number of
activations required to cause a bitflip is called the Rowham-
mer Threshold (TRH). Over the last decade, as the sizes of
the DRAM cells have reduced, the TRH has reduced from
135K [20] to 4.8K [17]. Rowhammer provides an attacker
with a powerful tool to flip bits in critical data structures,
such as page tables, and cause privilege escalation. Thus,
Rowhammer is not only a reliability concern, but a serious
security threat [5], [6], [44], [52] [23]. Hardware mitigation
of Rowhammer typically relies on a tracking mechanism to
identify the aggressor rows and then refreshing a specific
number of victim rows on either side of the aggressor row. As
in-DRAM mitigations can transparently address Rowhammer
within DRAM chips, we focus on in-DRAM mitigations.

Tracking Challenges: In-DRAM Rowhammer mitigation re-
quires storage for tracking aggressor rows. For example,
DDR4 devices contain Targeted Row Refresh (TRR) tracker
with 1-28 entries [7]. As TRR cannot track all the aggressor
rows, an attacker could craft a pattern to make the tracker
forget some of the aggressor rows by attacking a large number
of rows [5] or using decoy rows [12]. Thus, the system remains
vulnerable to Rowhammer attacks even in the presence of
TRR, as acknowledged by JEDEC [13], [14]. Optimal in-
DRAM trackers, such as Mithril [19] and ProTRR [29],
provide sufficient entries to track all aggressor rows for a
given threshold; however, they require impractical storage
overhead (for example, 4.35KB CAM per bank at TRH of
1K). To overcome the SRAM storage challenges of aggressor
row tracking, JEDEC recently introduced Per-Row-Activation-
Counting (PRAC) [1], which equips each DRAM row with
an activation counter that is incremented for each activation.
The DRAM timings are increased to accommodate the read-
modify-write operation of the counter, thereby increasing the
memory access latency. Although PRAC tracking incurs both
storage and performance overheads, it represents a significant
advance in Rowhammer defense, as it enables tracking of
every row, thereby overcoming the shortcomings of TRR.

Mitigation Challenges: Typical in-DRAM solutions perform
mitigation by refreshing a given number of victim rows,
specified by the Blast Radius. The mitigation is typically done
transparently during the refresh (REF) operation by borrowing
time from the refresh. This type of transparent mitigation
suffers from two problems. First, using the refresh time to
perform Rowhammer mitigation reduces the time available for
demand refreshes. As DRAM reliability degrades, it becomes
difficult to sacrifice the available time to perform regular
refreshes. Second, if mitigation can only be done periodically
(every Nth REF), the attacker can use Feinting Attack [29]
to cause a significant number of activations on a given row
between mitigations. For example, if a PRAC system can
mitigate one aggressor row every 4th or 8th REF, then the
tolerated TRH (double-sided) would be 2.5K-4.6K. To allow
DRAM chips to receive mitigation time as needed, JEDEC
introduced Alert-Back-Off (ABO). When the activation count
of a row crosses an Alert-Threshold (ATH), PRAC issues an
ABO to refresh victim rows, as shown in Figure 1(a). Recent
works [3], [37], [48] show that PRAC+ABO can tolerate low
thresholds while incurring only negligible mitigations.
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Fig. 1. (a) PRAC uses a per-row counter and obtains mitigation time using ABO to refresh two victim rows on either side. (b) Our Ripple Attack exploits
non-zero leakage beyond two rows to cause 3x-78x charge loss on distant rows than permissible with PRAC. (c) SALT does subarray-level tracking and
mitigation to provide Blast-Radius-Free Rowhammer mitigation. It provisions an Activation Counter (ACtr) per subarray and refreshes subarray gradually
using ABO. (d) SALT-C coordinates demand refreshes such that mitigations are skipped if demand refreshes are sufficient to handle the activity per subarray.

The Vulnerability of Blast-Radius: The implicit assumption
for PRAC-based mitigation is that there is a well-specified (and
small) Blast-Radius, such that there is no charge loss for any
row with a distance greater than the Blast-Radius. In general,
charge loss is typically modeled as an exponential decay [2],
[50] with respect to the distance (d) from the aggressor row.
Thus, although the charge loss decreases for distant rows, it
does not vanish. The conventional wisdom is that if the charge
loss is small, it can be ignored. For example, if the charge loss
on the distant row is only 1% (relative to the nearest victim
row), then ignoring it will cause only a negligible impact on
the tolerated threshold. We show that an attacker can cause
charge loss on distant rows (even though mitigating activations
to the nearby victim rows are accurately tracked by PRAC).
We develop Ripple Attacks, which can cause significantly
greater charge loss on distant rows than is permissible under
the specified threshold in PRAC. Ripple Attack can cause bit-
flips in rows well beyond the rows specified by the Blast-
Radius, as shown in Figure 1(b).

The Charge-Loss Model: To analyze the impact of Ripple
Attack, we develop a charge-loss model. We show that an
attacker can continuously activate an aggressor row, trigger-
ing frequent mitigations. PRAC accurately counts activations,
including those required to mitigate victim rows. However, if
the mitigations on the victim rows are less than ATH, then
the victim rows themselves do not trigger any mitigations.
Thus, the activations on the aggressor row can continue
to cause charge leakage to rows well beyond the Blast-
Radius. Our analysis shows that Ripple Attacks can cause
damage equivalent to activating an aggressor row for 3x-78x
times the specific threshold without incurring any mitigations.
Thus, Ripple Attacks can severely degrade the security of
PRAC+ABO. The goal of our paper is to develop an in-DRAM
mitigation without relying on a pre-defined Blast-Radius.

SALT: We observe that, as subarrays are spatially isolated
from each other, activity in one subarray does not leak
charge from rows of another subarray [26], [27]. To provide
Blast-Radius-Free Rowhammer mitigation, we propose SALT
(Subarray-Level Tracking and Mitigation). Unlike PRAC,
which tracks activations per row, SALT tracks activations per

subarray. Unlike PRAC, which uses ABO to perform victim
refresh for a specific aggressor row, SALT uses ABO to
gradually refresh a fixed number of rows from a subarray,
as shown in Figure 1(c). SALT bounds the total number of
activations to the subarray before all rows are refreshed. Thus,
SALT provides Blast-Radius-Freedom, in that the security
property is independent of the distance between the victim
and aggressor rows. We perform security analysis to determine
the parameters of SALT for the desired TRH. For example, to
tolerate a double-sided TRH of 1K, SALT issues an ABO
every 26 activations. The slowdown of SALT ranges from
1.5% at TRH of 4K to 12.9% at TRH of 500.

Coordinate ACT-Based Refresh and Time-Based Refresh:
To reduce the performance overheads of SALT, we observe
that subarrays undergo time-based refresh (to ensure reten-
tion). By coordinating the time-based refresh with the ACT-
based refresh, we avoid ABO if the time-based refresh is
sufficient to handle the refresh of the subarray, as shown in
Figure 1(d). So, ABO is needed only if the activity exceeds
what can be handled by the demand refresh. This coordination
reduces the ABO requirements by 48x. SALT with coordinated
refresh (SALT-C) incurs an average slowdown of only 0.3% at
TRH of 500. The storage overhead of SALT-C is quite small
at 0.5KB SRAM per bank.

Contributions: Our paper makes the following contributions:
1) We introduce Ripple Attack on PRAC that can cause 3x-

78x more damage to distant rows than is permissible
under the given Rowhammer threshold with PRAC.

2) We propose SALT that performs tracking and mitigation
per subarray and provides Blast-Radius-Free Rowhammer
mitigation without requiring changes to the DRAM array.

3) We propose SALT-C, which coordinates demand refresh
with act-based refresh, allowing it to skip ABO when
demand refresh is sufficient (reduces ABO by 48x).

SALT-C not only provides stronger security guarantees
than PRAC (Blast-Radius-Freedom) but also has 38x lower
area overheads and incurs lower slowdown (0.3% vs. 1.7%).
We also show that, with minor modifications, SALT-C can
also tolerate the newly discovered ColumnDisturb [53] error
modality while incurring 0% performance overheads.



II. BACKGROUND AND MOTIVATION

A. Threat Model

Our threat model assumes that an attacker can issue mem-
ory requests for arbitrary addresses. The attacker knows the
defense algorithm and any relevant parameters. We declare an
attack successful when a row (near or distant) incurs sufficient
charge loss to cause a bitflip. We assume that activity in one
subarray does not affect the data in another subarray due to
physical isolation between subarrays [26], [27].

B. DRAM Architecture and Parameters.

DRAM chips are organized as arrays consisting of rows and
columns. To access the data in DRAM, the row is accessed
using the word-line, and the charge on the DRAM cells is
sensed using a sense amplifier, and the data is stored in a
Row-Buffer (RB). The DRAM chip is divided into a number
of banks (32 for DDR5), with only one row-buffer per bank
architecturally visible to the Memory Controller. However,
internally, each bank consists of smaller independent units
called the Subarray [21], [30], each with a dedicated row
buffer and sensing circuit.

DRAM has deterministic timing specifications as specified
by JEDEC standards (see Table I). To access data from
DRAM, the memory controller must first issue an activation
(ACT) to open the row. To access data from another conflicting
row, the opened row must be precharged (PRE) first. To
ensure data retention, DRAM data is refreshed every tREFW.
To reduce the latency impact of refresh, memory is divided
into 8192 groups, and a REF command, issued every tREFI,
refreshes one group. As our bank contains 128K rows, each
REF must refresh 16 rows per bank.

TABLE I
DRAM TIMINGS (DDR5-6000AN [15]).

Parameter Description Baseline
tRCD Time for performing ACT 14 ns
tRP Time to precharge an open row 14 ns
tRAS Min. time a row must be kept open 32 ns
tRC Time between two ACTs to bank 46 ns
tREFW Refresh Period 32 ms
tREFI Time between two REF Commands 3900 ns
tRFC Execution Time for REF Command 410 ns

C. The Rowhammer Problem

Rowhammer [20] is a data disturbance error that occurs
when an aggressor row is activated frequently, causing bit-flips
in neighboring rows. The minimum number of activations to
an aggressor row to cause a bit-flip in a victim row is called
the Rowhammer Threshold (TRH). TRH is reported either for a
single-sided pattern (TRHS) or a double-sided pattern (TRHD).
TRH has dropped from 139K (TRHS) in 2014 [20] to 4.8K
(TRHD) in 2020 [17]. As TRH could drop further as devices
scale down, it is essential to develop solutions that can handle
not only current thresholds (4.8K), but also future thresholds.
Therefore, in this paper, we consider a TRHD range from
4K (akin to current thresholds) to 500 (about 10x lower than
current thresholds).

Hardware solutions for mitigating Rowhammer typically
rely on a tracking mechanism to identify the aggressor rows
and then perform a mitigation by refreshing a given number of
victim rows on either side of the aggressor row (controlled by a
parameter called Blast-Radius). The identification of aggressor
rows can be done at the Memory Controller (MC) or within
the DRAM chip (in-DRAM). The advantage of in-DRAM
mitigation is that it can address Rowhammer transparently.
Furthermore, DRAM manufacturers can tune their solution to
the TRH relevant to their chips. Therefore, in this paper, we
focus only on in-DRAM solutions. Two resources are required
for in-DRAM mitigation: space (to track aggressor rows) and
time (to perform mitigation).

D. In-DRAM Mitigation: Space Challenge

For guaranteed protection, the in-DRAM tracker must iden-
tify all aggressor rows and mitigate them before they receive
TRH activations. Unfortunately, the space for tracking the
aggressor rows is limited on DRAM chips. DDR4 designs
incorporated a low-cost TRR tracker that could track 1-28
entries per bank. Unfortunately, such designs can be broken
by patterns targeting a large number of aggressor rows [5] or
decoy rows [12]. Table II shows the number of CAM (content-
addressable memory) entries required to reliably identify ag-
gressor rows for a given TRHD, in an idealized setting where
mitigation can be performed as needed.

TABLE II
NUMBER OF ENTRIES FOR TOLERATING A GIVEN TRHD (GRAPHENE [34]

WITH IDEALIZED SETTING WHERE MITIGATION IS DONE AS NEEDED).

TRHD CAM Entries/Bank Bytes-per-Bank
500 2486 8391

1000 1243 4351
2000 622 2253
4000 311 1165

Prior works [19] [29] bound the optimal number of entries
needed to tolerate a given TRH under a given rate of mitiga-
tion. Unfortunately, such optimal trackers still require several
hundred (thousands) of entries per bank to mitigate current
(future) thresholds. The CAM overhead to implement such
trackers makes them impractical for commercial adoption.

To address the space challenge of tracking, JEDEC intro-
duced Per-Row-Activation-Counter (PRAC), which modifies
the DRAM array to provide each row with a counter. The
counter is incremented for each activation. The DRAM timings
are modified to support the counter update (e.g., tRC is
increased from 46ns to 52ns). Although PRAC incurs storage
and performance overheads due to the counter, it provides a
reliable means of tracking all aggressor rows.

E. In-DRAM Mitigation: Time Challenge

Even with accurate activation-counting for each row, the
tolerated threshold of PRAC is still dictated by the mitigation
rate, provided mitigation can be performed only under REF.
This is bounded by the Feinting-Attack [29], which spreads the
activations over a given number of rows (R), and when one row
is mitigated, it excludes that row and spreads the activations



over the remaining rows. The TRHD tolerated by PRAC
under a Feinting-Attack can be derived using an analytical
model [37]. Let there be T activations per tREFI. Let there
be one mitigation every M tREFIs. Then, the acts between
mitigation (A) equals M ·T , and the total rounds of mitigation
(R) within tREFW equals 8192/M . The total activations (F)
for the last mitigated row is given by Equation 1.

F = A · [ln(R) + 0.577] (1)

The TRHD tolerated by PRAC varies from 729 to 4567 as
the mitigation rate is varied from 1 aggressor row per tREFI to
1 aggressor row per 8 tREFI. Thus, a scheme that relies solely
on REF is challenging to scale to low thresholds (as mitigation
is typically performed only once every 4-8 REF [7]).

To overcome the limitations of the Feinting-Attack, JEDEC
introduced a new command, Alert-Back-Off (ABO). When
the activation counter of a row reaches an Alert-Threshold
(ATH), the DRAM chip asserts ABO to obtain time for
Rowhammer mitigation. When ABO is asserted, the memory
controller performs normal operations for 180ns, issues an
RFM (Refresh Management) command to DRAM, and stalls
for tRFM (350ns) [15] (the specifications allow 1-4 RFMs per
ABO, for simplicity, we assume one RFM per ABO, so stall
time of 350ns). ABO allows PRAC to overcome the Feinting-
Attack. Recent works [3], [37], [48] show that PRAC+ABO
can tolerate low thresholds without relying on any mitigation
under REF. The conventional wisdom is that PRAC+ABO
provides a strong defense against Rowhammer.

F. The Perils of Blast Radius

The time provisioned for ABO is sufficient to refresh two
victim rows on either side of the aggressor and perform a
counter-update for all five rows, including the aggressor (the
counters of the victim rows are incremented, and the aggressor
row is reset). The key assumption for PRAC+ABO is that there
is no charge loss from activations beyond the Blast-Radius of
2. Unfortunately, charge loss typically follows an exponential
decay with distance (d) from an aggressor row, so the charge
loss for distant rows remains non-zero [2], [19], [50]. For
example, Rowhammer characterization data [17], [20] show
a few bit-flips even at a distance of 6 from an aggressor
row. As thresholds reduce, the impact of charge loss at distant
rows becomes more pronounced. An attacker can exploit such
unmitigated leakage to cause failure at distant rows.
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Fig. 2. Charge-Loss at a distance (d) from aggressor row receiving 256K
activations (under exponential decay of 2x).

We illustrate this vulnerability with an example. Consider a
system where the charge loss from an activation halves [50]
with increasing distance (so 1x for the immediate neighbor,
0.5x for the next, 0.25x for the row after, and so on). If we
induce 256K activations on an aggressor row, the charge loss
incurred at a distance of d would be equivalent to the imme-
diate neighbor of that row receiving 256K/(2d) activations, as
shown in Figure 2. Consider a PRAC design that mitigates
when the activation count reaches 1K. Then, rows at d=1 and
d=2 are protected as they receive a victim refresh every 1K
activations (they undergo a total of 256 mitigations). However,
distant rows leak far more than 1K ACT. For example, d =
3 suffers a leak equivalent to 64K unmitigated activations to
its immediate neighbor, and even d = 8 leaks 2K units. Thus,
this pattern can inflict 64x the damage allowed under PRAC.

G. Experimental Evidence of Bit-flips in Distant Rows

Prior studies show experimental evidence of bit-flips in
distant rows. For example, Kim et al. [17] showed that
LPDDR4-1y chips had (exponentially reducing number of)
bit-flips up to distance six from the aggressor (Figure 3 is
reproduced from [17]). Thus, PRAC (with a blast radius of 2)
will still incur bitflips for such devices. The absence of bitflips
at d>6 does not mean charge leakage at d>6 is zero; instead,
it means that it is insufficient to cause bitflips at the current
thresholds and may still cause bitflips at lower thresholds.

Fig. 3. Characterization from Kim et. al [17] showing bitflips up-to distance
6 from aggressor row. Y axis represents the fraction of bitflips observed and
the three graphs are for three manufacturers. (Figure reproduced from [17])

Concurrent to our submission, a MICRO paper introduced
ColumnDisturb [53], which experimentally demonstrates that
for DDR4 chips, activity in one row can cause bit-flips in
rows that are up to 446 rows away from the aggressor row
(when aggressor and victim are in the same subarray).1 Thus,
solutions such as PRAC+ABO that perform victim refresh for
a small number of rows adjacent to the aggressor row will still
suffer bit-flips in the distant victim rows.

H. Goal of Our Paper

The security of PRAC+ABO relies on the fundamental
assumption that charge leakage from an activation is zero for
all rows beyond the blast radius (of 2). This assumption does
not hold in practice, as leakage of distant rows is nonzero
and decreases only gradually with distance. Ideally, we want
a Rowhammer mitigation that does not rely on the knowl-
edge of Blast-Radius. Our goal is to design Blast-Radius-
Free Rowhammer mitigation (without requiring changes to the
DRAM array) and at lower overhead than PRAC. We begin by
developing a charge-loss model to analyze the distant leakage.

1ColumnDisturb also causes data disturbance in nearby subarrays. We
extend our solution SALT with Column-Disturb-Protection in Appendix A.



III. RIPPLES DON’T DIE, THEY JUST FADE AWAY

To exploit leakage in distant rows, we develop Ripple At-
tack. To understand the efficacy of Ripple-Attacks, we develop
a charge-loss model that relates leakage to distance (d) from
the aggressor row. We then analyze the vulnerability of PRAC
under Ripple Attacks. We also differentiate Ripple-Attack
from Half-Double [22] and discuss the pitfall of previous
approaches to handle the decaying effect beyond Blast-Radius.

A. Relative Charge-Loss for Immediate Neighbor

Consider a DRAM cell that is the target of a single-sided
Rowhammer attack. After TRHS activations to the aggressor
row, the total charge loss suffered by the cell must cross a
critical value to cause a bit flip. We need a model to quantify
the Total Charge Loss (TCL) incurred after K activations.
We quantify charge-loss with a relative and abstract metric
to keep our model simple. Let the relative charge loss per
activation (CA) be 1 unit. The total charge loss (TCLd=1)
after K activations is given by Equation 2.

TCLd=1 = K · CA = K · 1 = K (2)

As a bit-flip occurs after TRHS activations, the total charge
loss is TRHS units, representing the critical charge loss
for the single-sided pattern. Similarly, for a double-sided
attack that sandwiched one victim row and performs TRHD
activations on two aggressors, the TCL will be 2·TRHD units.

B. Relative Charge-Loss for Distant Rows

The charge loss for distant rows depends on the distance
(d) from the aggressor row. In prior studies [2], [50], this has
been modeled as an exponential decay,2 where for each unit
increase in the distance, the charge loss gets reduced by an
Attenuation Factor (E) [2]. The typical value of E used in
previous studies ranges from 2x [50] to 10x [2]). The TCL on
a row at a distance of d from an aggressor row subjected to
K activations is given by Equation 3.

TCLd = K · E1−d (3)

We analyze three values of E: 10x (less leaky), 5x (medium
leaky), and 2x (more leaky). Table III captures the maximum
unmitigated charge loss at a distance of up to 6 for a hypo-
thetical system that does not perform Rowhammer mitigation.

TABLE III
LEAKAGE RATES AS A FUNCTION OF DISTANCE (D) FROM THE

AGGRESSOR ROW.

distance (d) 1 2 3 4 5 6
E=2 (high leak) 100% 50% 25% 12.5% 6.3% 3.1%
E=5 (med leak) 100% 20% 4% 0.8% 0.2% 0.0%
E=10 (low leak) 100% 10% 1% 0.1% 0.0% 0.0%

2A prior study [19] also captured leakage-decay as a geometric function
of distance (1/d2). Analysis with geometric decay results in longer-distance
attacks as a geometric series dissipates less quickly than an exponential.

Consider Ripple-Attack, which continuously activates a sin-
gle row. For our system, an attacker can cause 625K activations
per tREFW (32ms). Now consider that PRAC triggers an ABO
at ATH of 1K. This pattern would trigger 625 ABO (the count
for the two neighbors on each side is 625, which is not enough
to trigger an ABO on its own). Table IV shows the Total-
Charge-Loss for distant rows (d>2) under Ripple Attack. To
simplify our analysis, we do not include the leakage caused
by victim refreshes (the impact is relatively small for PRAC).

TABLE IV
MAXIMUM UNMITIGATED DAMAGE FROM RIPPLE-ATTACK (* DENOTES

DAMAGE IS LIMITED DUE TO VICTIM REFRESH BY PRAC+ABO)

d 1 2 3 4 5 6
E=2 (high leak) 1K* 500* 156K 78K 39K 19.5K
E=5 (med leak) 1K* 200* 25K 5K 1K 187
E=10 (low leak) 1K* 100* 6250 625 62 0

A secure PRAC+ABO system configured for TRHD=1K
must limit the damage to any row to at most 2000 units. Under
Ripple-Attack, the damage to the row at d=3 ranges from 6.25
K to 156 K, approximately 3.25x-78x that permissible under
PRAC. Note that a damage of 156K is equivalent to having
156K unmitigated activations on an immediate neighbor.

C. Difference from Half-Double

The main vulnerability of Half-Double [22] stems from
the unaccounted activations of victim refreshes to immediate
neighbors (d=1). For TRR, these silent activations can be
enough to cause bit-flips to d=2 neighbors. PRAC counts
mitigating activations, so it does not have silent activations. For
Ripple-Attack, the d=1 and d=2 rows would have activation
counts of 625, not enough to trigger mitigation at ATH=1K.
Also, Half-Double requires a few activations on the near-
neighbors, whereas Ripple-Attack can be done using one row.

D. Pitfalls of Prior Approach for Handling Blast-Radius

Prior studies [2], [19], [50] try to account for the decaying
effect of Blast-Radius by reducing the effective threshold for
the aggressor row. For example, if E=10, this modification
to PRAC would reduce the threshold for triggering an ABO
by a factor of 1.11 (1+0.1+0.01+...). Thus, instead of issuing
an ABO at 1K, we would issue an ABO at 900 (1K/1.11).
However, such a modification does not protect PRAC against
Ripple-Attack, as the d=3 row still suffers 6.25K damage (the
same as before). We note that even if the ATH is revised from
1K to 500, one could perform a double-sided Ripple-Attack
(312.5K activations at d=0 and d=6) and ensure that the victim
row (d=3) suffers the same damage as the single-sided attack.

E. Need for Blast-Radius Freedom

The vulnerability of PRAC to Ripple-Attacks stems from
nonzero leakage beyond the Blast-Radius. The lack of char-
acterization data for DDR5 devices (due to on-die ECC)
also makes it harder to estimate the decay function for
current/future devices. So, we would either need to indiscrim-
inately perform victim-refresh for a large number of rows, or
develop a mitigation that does not rely on the Blast-Radius.



IV. SALT
To develop a Blast-Radius-Free Rowhammer mitigation,

we propose SALT (Subarray-Level Tracking and Mitigation).
SALT mitigates Rowhammer by ensuring that all rows within
a subarray get refreshed within a defined number of activations
to the subarray, thus providing a much stronger Rowhammer
protection, independent of the Blast-Radius. In this section,
we discuss the design of SALT, provide security analysis to
derive parameters, and conduct a performance evaluation.

A. Design and Overview
Figure 4 shows the overview of SALT for a single subarray.

To count activations per subarray, SALT equips the subarray
with an Activation Counter (ACtr). When ACtr reaches an
Alert-Threshold (ATH), SALT asserts an ABO to refresh a
specific number of rows within the subarray. We term the
number of rows refreshed within an ABO a Bundle.

We assume that a refresh of one row incurs the same
latency as tRC; therefore, we assume that an ABO (of 350ns)
can refresh 7 rows per bank (comparatively, a regular REF
refreshes 16 rows per bank within 410ns of tRFC).

As SALT refreshes the rows of a subarray sequentially, we
must track the bundle to refresh next. In our design, each
subarray contains 512 rows and 74 bundles (the last bundle
has a single row). SALT assigns a 7-bit Bundle-Pointer (BPtr)
to each subarray that indicates the following bundle to refresh.
On receiving an ABO (triggered by the given bank or a
neighboring bank), SALT refreshes one bundle (pointed by
BPtr) and increments BPtr.

BPtr

ACtr

}Bundle

>ATH?

Refresh [BPtr]

Subarray

ABO

ABO

BPtr++

Y

Fig. 4. Overview of SALT (for a single subarray). SALT provisions a
subarray with an Activation Counter (ACtr) and a Bundle-Pointer (BPtr). Upon
receiving ABO, one bundle (as indicated by BPtr) is refreshed.

B. Gradual Mitigation By Spreading ABO
One way to design SALT is to continuously trigger ABO

until all bundles in the subarray have been refreshed. Un-
fortunately, such a Bulk design can incur high performance
overheads. Therefore, we opt for a Gradual design that
distributes the 74 ABO required to refresh the subarray. To
achieve this, we introduce a new parameter Activations-Per-
Mitigation (APM). On each ABO, the subarray undergoing
refresh reduces the ACtr by APM. Therefore, for the gradual
design, each subarray would get one ABO per APM activation.
To better utilize ABO across all banks, we set APM to be
below the Alert Threshold (ATH) (as ABO is channel-wide).

C. Which Subarray to Mitigate Per Bank?

When a bank receives an ABO (for example, triggered by
another bank), it must choose one subarray to refresh one
bundle. A bank may contain a large number of subarrays (e.g.,
256), and ideally, we want to select the subarray with the
highest ACtr (as it has the most pending mitigation). To avoid
having to read 256 counters to decide the subarray with the
maximum value ACtr, each bank performs a greedy tracking
with a single register per bank (called the Currently Selected
Subarray or CSS), as shown in Figure 5. CSS contains a valid
(Vld) bit, SubarrayID, and ACtr. Whenever an ACT occurs,
we read the ACtr of the accessed subarray. If the ACtr of
the accessed subarray is greater than the ACtr of the CSS,
we overwrite the CSS with the ID and ACtr of the accessed
subarray. Thus, CSS always contains the highest ACtr subarray
accessed since the last mitigation. On ABO, we mitigate the
subarray pointed by CSS (if valid) and decrement ACtr of CSS
by APM. If ACtr is at or below zero, the CSS is invalidated.3

This greedy selection requires only two extra bytes per bank.

Vld:SubarrayID:ACtr
CSS

(Currently Selected Subarray)

ABO if ACtr > ATH

If (Subarray.ACtr > 
CSS.ACtr)

Overwrite CSS 

ACtr

Subarray

Memory Bank
Fig. 5. Tracking subarray with highest ACtr (since last mitigation) per bank

D. Security Model and Determining Parameters of SALT

SALT requires two parameters: APM and ATH. We perform
security analysis to determine the values of these two param-
eters. As SALT is Blast-Radius-Free, to reason about security,
we determine the maximum number of activations (MaxACT)
to the subarray before all rows are refreshed. MaxACT consists
of three components: (1) ATH to trigger the first ABO, (2) an
additional 73 ABO to refresh all the bundles in the subarray,
and (3) Additional activations under Feinting Attack over
multiple subarrays. We analyze all three components.

Single-Subarray Attack: We first consider a pattern that
causes activations only on a single subarray. Assuming ACtr
is zero at the start, the subarray will induce the first ABO
after ATH+1 activations. If the subarray has B bundles, then
this pattern will cause (B-1) more ABO, once every APM
activation. At this point, all rows in the subarray would
be refreshed. So, the maximum activations incurred by the
subarray (MaxACTs) is given by Equation 4.

MaxACTs = ATH + 1 + (B − 1) ·APM (4)

3Optionally, we can overwrite invalid CSS with the ID of the subarray
with the highest count. Such a design incurs similar slowdown for typical
workloads, but can help with skewed patterns that access only a few banks.



Multi-Subarray Attack: The attacker can increase MaxACT
by attacking multiple subarrays. For example, consider that
the attacker keeps all 256 subarrays in the bank at MaxACTs

minus one activations. The subsequent activation of any sub-
array would trigger ABO. The attacker would use the four
activations under ABO (three during the normal period of
ABO and one after ABO ends) to cause a Feinting Attack over
the 256 subarrays. We determine the maximum activations in
the last subarray using Equation 1 (A=4 and R=256), yielding
24 additional activations. So, the MaxACT for SALT is given
by Equation 5.

MaxACT = ATH + (B − 1) ·APM + 25 (5)

For a double-sided Rowhammer pattern, TRHD=MaxACT/2
(acts spread over two rows). Table V shows the parameters of
SALT for different TRHD values. We use a default ATH of
twice that of APM. At a TRHD of 1K, SALT requires an APM
of 26, which incurs an ABO every 26 activations on the bank.

TABLE V
PARAMETERS OF SALT

MaxACT Target TRHD APM ATH
1000 500 13 26
2000 1000 26 52
4000 2000 53 106
8000 4000 106 212

E. Performance Methodology

For performance evaluation, we use memsim [37], a cycle-
level multi-core simulator with a detailed memory model.
Table VI shows our configuration. We used a Minimalist Open-
Page Mapping [16] that places four consecutive lines of page
in the same row. We assume rows are striped across subarrays
(consecutive rows go to consecutive subarrays). We use a
policy that closes the page if there are no pending requests
to the opened row, as such a policy outperformed open-page.

TABLE VI
BASELINE SYSTEM CONFIGURATION

Out-of-Order Cores 8 core, 4GHz, 4-wide, 256 entry ROB
Last Level Cache (Shared) 16MB, 16-Way, 64B lines

Memory specifications 32 GB, DDR5
Banks x Sub-channel x Rank 32×2×1

Rows 128K rows per bank, 4KB rows
Subarrays 256 per bank (512 rows per subarray)

Memory-Mapping Policy Minimalist Open-Page Mapping [16]
Memory Page-Closure Policy Closed Page (if no pending requests)

We use 13 benchmarks from SPEC-2017 with at least one
L3-Miss per 1K instructions (L3-MPKI), six from GAP [39],
four from STREAM [31], and two data-analytics benchmarks
(KMeans [25] and MassTree [28]). We run the workloads in
8-core rate-mode, until each core completes 1 billion instruc-
tions (representative slice). We measure performance using
weighted speedup. Table VII shows workload characteristics,
including L3-MPKI and ACT-per-tREFI (per bank). With
tFAW constraints (10.6ns for 4 ACTs), on average, banks
can have at most 41 ACTs per tREFI, so our workloads are
memory-intensive (reaching 67% of the theoretical maximum).

TABLE VII
WORKLOAD CHARACTERISTICS

Suite Benchmark L3-MPKI ACT-per-tREFI
(per Bank)

SPEC2K17

bwaves 42.7 17.7
fotonik3d 28.3 26.0
lbm 26.7 27.2
parest 23.2 15.6
mcf 23.1 18.1
roms 11.6 16.6
omnetpp 9.3 23.4
xz 5.1 23.6
cam4 5.0 13.9
cactuBSSN 3.5 16.3
wrf 1.2 4.6
xalancbmk 1.1 4.7
blender 1.0 5.2

GAP

ConnComp 86.2 27.6
PageRank 46.4 21.5
TriCount 52.2 11.2
BFS 37.8 19.0
BC 20.7 14.2
SSSPPath 10.3 12.5

STREAM

add 15.6 14.2
triad 13.4 14.0
copy 12.5 13.0
scale 10.4 12.7

ANALYTICS kmeans 8.9 18.6
masstree 4.8 15.8

F. Impact on Performance and ALERT

We configure SALT to tolerate TRHD of 4000 to 500.
Figure 6 (a) shows the slowdown from SALT for the four
thresholds. The average slowdown of SALT increases from
1.5% (at TRHD of 4K) to 12.9% (at TRHD of 500). Thus,
SALT can provide strong security guarantees (Blast-Radius-
Freedom) while incurring only a slight slowdown at current
thresholds (4K). Omnetpp incurs a maximum slowdown of
29% at TRHD of 500. Thus, even for our worst-case workload,
the evaluated slowdown is only about half of the maximum
slowdown estimated under performance attacks. In the next
section, we significantly reduce the slowdown of SALT.

The slowdown of SALT is due to ALERTs. Figure 6 (b)
shows the ALERTs-per-tREFI from SALT as the TRHD varies
from 500 to 4K. At the current TRHD of 4K, the ALERT rate
is low, approximately once every 7 tREFI, so the slowdown is
small. However, at a TRHD of 500, the ALERT rate increases
to 1.2 per tREFI, resulting in higher slowdowns.

G. Storage Overhead

SALT requires an ACtr and BPtr with each subarray. Ta-
ble VIII shows the storage overhead of SALT (per subarray
and per bank) as the target TRHD varies from 500 to 4K. The
SRAM overhead ranges from 400-512 bytes per bank, which is
much smaller than optimal trackers (1.2KB-8KB, see Table II)
and without incurring the complexity of CAM lookups.

TABLE VIII
STORAGE OVERHEAD FOR DIFFERENT TRHD VALUES

TRHD ACtr-Bits BPtr-Bits Bits/Subarray Bytes/Bank
500 6 7 13 416
1K 7 7 14 448
2K 8 7 15 480
4K 9 7 16 512
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Fig. 6. (a) Slowdown from SALT when configured for TRHD=500 to 4K. The average (Geometric mean) slowdown ranges from 12.9% to 6.3% to 3.0% to
1.5%. (b) ALERTs-per-tREFI (per sub-channel). On average, ALERT varies from 1.2 per tREFI to 0.60 to 0.30 to 0.15 (about one per 7 tREFI).

V. SALT-C: COORDINATING REFRESH

To reduce the overhead of SALT, we exploit the observation
that subarrays periodically undergo a time-based refresh (all
rows are refreshed within 32ms) to ensure data retention. We
leverage the time-based refresh (performed by REF) to avoid
ABO. For example, if the activity on a subarray can be handled
by time-based refresh, then we can skip the activity-based
refresh (via ABO), thus eliminating the time overheads of
Rowhammer mitigation. We call such a coordinated design of
SALT with time-based refresh as SALT-C.

A. Synergistic Refresh Schedule

DRAM chips perform refreshes gradually, with the refresh
task spread over 8192 refresh intervals (denoted by tREFI).
Upon receiving a REF signal, each DRAM bank must refresh
1/8192 of the rows in the bank. As our bank has 128K
rows, each REF must refresh 16 rows per bank. JEDEC
specifications do not dictate the sequence in which a refresh is
performed within a bank, provided that all rows are refreshed
within 32 ms. For example, the 16 rows to be refreshed can
come from 2-16 different subarrays. At the next REF, the bank
may either continue refreshing other rows from the same set
of subarrays as in the last REF or proceed in a round-robin
fashion to other subarrays.

To be synergistic with SALT, a subarray must not receive
all the REF in short succession (e.g. 1 millisecond) and then
no REF for a long time (e.g. 31 milliseconds). Therefore, we
pick a refresh schedule that does round-robin across subarrays
at each REF. The bank in our design contains 256 subarrays.
At each REF, we refresh one row each from 16 consecutive
subarrays (this also balances refresh power over subarrays).
At the next REF, we refresh one row each from the next 16
subarrays, and so on. Thus, each subarray would refresh one
row every 16 tREFI.

Figure 7 shows the refresh schedule that we use for SALT-C.
The first refresh (Ref-0) refreshes one row each in Subarrays
SA-0 to SA-15. The second refresh (Ref-1) refreshes one row
each in Subarrays SA-16 to SA-31, and so on. In 16 refreshes,
one row is refreshed in all 256 subarrays (SA-0 to SA-255).
The process repeats for the next set of refreshes.

SA0 to
SA15

Ref-0 Ref-1 Ref-15

Ref-16 Ref-17 Ref-31

SA16 to 
SA31

SA240-
SA255

Fig. 7. Refresh Schedule for SALT-C: At each REF, one row is refreshed
from 16 consecutive subarrays. Refresh goes across all the subarrays in a
round-robin manner. Thus, all subarrays refresh one row every 16 tREFI.

B. Overview of SALT-C

We observe that, for a subarray, the time-based-REF per-
forms a different amount of mitigation work (1 row refreshed
in a subarray) compared to the activity-based-refresh issued by
an ABO (7 rows refreshed in a subarray). SALT-C modifies the
design to handle both types of mitigation in a unified manner.

Figure 9 shows an overview of SALT-C. Instead of BPtr
(Bundle Pointer), SALT-C contains RPtr (Row Pointer), which
points to a row in a subarray. On receiving an ABO, SALT-
C refreshes seven rows of a subarray beginning with the
row pointed by RPtr. SALT-C reduces ACtr by APM and
increments RPtr by seven (wrapping around if needed). On
receiving a REF, SALT-C refreshes the row pointed by RPtr,
increments RPtr, and reduces ACtr by an amount called APR
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Fig. 8. Slowdown from SALT-C for TRHD=500 to 4K. The average (Geometric mean) slowdown at TRHD=500 is 0.3%, and 0% for TRHD of ≥ 1K.

(Activations Per Refresh). As REF does one-seventh of the
refreshes compared to ABO, we set APR as APM/7 to ensure
a proportional decrease in ACtr (every 7 REF to subarray
refreshes 7 rows and reduces ACtr by APM).4

RPtr Ref 7 Rows @ [RPtr]

Subarray

ABO

ACtr -= APM

RPtr+=7

ACTR

Ref 1 Row @ [RPtr]

REF

ACtr -= APR

RPtr++

Fig. 9. Overview of SALT-C (one subarray). On ABO, SALT-C refreshes 7
rows, increments RPtr by 7, and reduces ACtr by APM. On REF, SALT-C
refreshes 1 row, increments RPtr by 1, and reduces ACtr by APR.

We observe that, since each subarray can refresh 7 rows
every 112 tREFI, SALT-C can handle an APM number of
activations within this time period without triggering an ABO.
For example, consider an application that performs 16 ac-
tivations per tREFI per bank (average for our workloads).
Then, over 112 tREFI, the workload would perform 16*112
= 1792 activations per bank, or, equivalently, 7 activations per
subarray (much less than our APM of 13). Thus, we expect
SALT-C to skip most ABOs, as our designs use an APM of 13
or higher. However, activations are not uniformly distributed
over time or across subarrays, so some subarrays may still
receive more activations than REF can handle, and we expect
SALT-C to trigger an ABO occasionally.

C. Impact on Performance and ALERT

Figure 8 shows the slowdown of SALT-C for TRHD of
500 to 4K (APM set similar to SALT and varies from 13
to 106). On average, at TRHD=500, SALT-C incurs 0.25%
slowdown. At TRHD of 1K and higher, SALT-C experiences
0% slowdown. Table IX compares the average slowdown and
ALERT-per-tREFI for SALT and SALT-C. At TRHD=500,

4Our design avoids the complexity of fractional counting by doing appro-
priate integer decrements. For example, for APM of 13, we reduce ACtr by 1
on every seventh refresh and by 2 otherwise, thereby achieving a steady-state
APR of 13/7. This is implemented using a 3-bit counter (BCtr) per bank,
which is incremented every 16 REF operations for that bank. BCtr counts
from 0 to 6 (incrementing BCtr from 6 takes it to 0). SALT-C uses APR of
1 if BCtr equals 0 and APR of 2 otherwise.

SALT-C reduces the ALERTs-per-tREFI from 1.2 to 0.025
(48x reduction). At TRHD of 1K and higher, SALT-C elimi-
nates all ABOs, hence SALT-C has 0% slowdown.

TABLE IX
SLOWDOWN AND ALERT RATE VS TRHD

TRHD Slowdown ALERT-per-tREFI
SALT SALT-C SALT SALT-C

500 12.8% 0.3% 1.2 0.025 (48x lower)
1000 6.3% 0% 0.6 0 (eliminated)
2000 3.0% 0% 0.3 0 (eliminated)
4000 1.5% 0% 0.15 0 (eliminated)

D. Impact on Power Overheads

SALT-C incurs two types of power overhead: (a) the extra
refreshes under ABO and (b) the power consumed in the
SRAM structures. To compute DRAM power, we use the
DRAM-power model provided by Micron [33]. We configure
it with parameters based on DDR5. Since ABO refreshes 7
rows rather than 16 per REF, we assume that ABO consumes
half the power of each REF. Figure 10 shows the DRAM
power for baseline, SALT, and SALT-C for TRHD=500. We
assume the baseline performs no mitigations.

0 25 50 75 100 125 150 175 200 225 250 275
DRAM Power Consumption (mw)

Baseline

SALT

SALT-C

ACT+RD/WR Other Refresh Mitigation

Fig. 10. DRAM power (per chip) for baseline, SALT, and SALT-C at
TRHD=500. The baseline consumes 257mW. SALT incurs additional acti-
vations under ABO, which consume 16 mW. SALT-C reduces it to 0.3mW.

Our baseline consumes 257mW per chip. SALT incurs a
slowdown, so the power consumed (without mitigations) re-
duces to 248 mW; however, it also incurs an additional 16 mW
for mitigation, increasing the total power to 264 mW (2.7%
increase). With SALT-C, the mitigations are reduced by a
factor of 48, so the mitigation power is reduced to 0.3 mW, and
the power consumed per chip is 257.3 mW (0.1% increase).
The SRAM structures of SALT-C incur approximately 0.7

milliwatts per chip, accounting for 0.25% of the DRAM-chip
power consumption. Thus, the power consumption of SALT-C
is 0.35% of the baseline DRAM-chip power consumption.



E. Impact on Storage Overheads

As SALT-C requires a pointer to a row rather than a
bundle, it has slightly higher storage overhead than SALT. At
TRHD=500, we would need ACtr of 6-bits and RPtr of 9-bits,
for a total of 15-bits per subarray, or 480 bytes per bank,
much lower than prior counter-based trackers (8KB CAM).

F. Estimating Worst-Case Slowdowns

Figure 6 shows that SALT causes a maximum slowdown
of up to 29% (for Omnetpp at THRD=500). While this is
the worst-case slowdown observed experimentally for our
workloads, the slowdown experienced by other workloads
outside our evaluations could be even higher. In this section,
we seek to understand the maximum slowdown that SALT can
incur across all workloads (even outside our evaluations).

To analyze the worst-case slowdown of SALT, we make
two observations. First, the slowdown of SALT occurs due to
the stalls from ABO, so the maximum slowdown from SALT
would occur for an application that performs activations at the
maximum possible rate, thus triggering maximum ABOs. Sec-
ond, for such a worst-case application, the loss of performance
can be estimated by the reduction in the rate of activations
(due to stall from ABO), as the key performance metric is the
number of activations performed per unit time.

In the steady state, SALT incurs an ABO every APM
activation, and an ABO stalls the bank for 350ns. Thus, the
proportion of time the memory is stalled due to ABO would
be 350ns/(46ns*APM), and this fraction represents the relative
increase in the time required for our worst-case application to
perform a given number of activations. Table X shows the
worst-case slowdown for SALT as TRHD varies from 500 to
4K. The 7%-59% slowdown for SALT under stressful patterns
is relatively small compared to other memory performance
attacks, such as row-buffer conflicts (2x-3x slowdown), SALT
does not introduce a new or worse way of inducing denial-of-
service attacks than what is already possible in the baseline
system. We note that, because execution of typical benign
workloads does not cause continuous activations, they incur
much less slowdown than the theoretical maximum.

TABLE X
WORST-CASE SLOWDOWNS WITH SALT

Target APM Up-Time Stall-Time Theoretical
TRHD (Tu) (Ts) Max. Slowdown

500 13 598 ns 350 ns 59%
1K 26 1196 ns 350 ns 29%
2K 53 2438 ns 350 ns 14%
4K 106 4876 ns 350 ns 7%

VI. ALTERNATIVE DESIGNS FOR SALT

We observe that SALT-C requires virtually zero refresh
overhead for performing mitigations. In this section, we
leverage the low overhead of SALT-C to reduce per-bank
storage overhead. We also develop a transparent design for
SALT/SALT-C that operates without ABO and is particularly
well-suited for near-term implementations.

A. Ganged SALT-C: Reducing Storage Overhead

As SALT-C avoids performance overheads at TRHD of 1K
and higher, we explore a SALT-C design that can help reduce
the storage overheads. Similar to SALT, the default design
for SALT-C provisions an ACtr and RPtr for each subarray.
To reduce storage overhead, we increase the granularity of
tracking and mitigation from a single subarray to multiple
subarrays, and we refer to this unit as a gang. Figure 11 shows
an overview of SALT-C with a gang containing four subarrays.
The RPtr size is increased by 2 bits to track 4x as many rows
in the gang. Since there are 64 gangs (from 256 subarrays) and
a REF refreshes one row from 16 gangs, each gang receives
a row refresh every 4th REF.

SA
SA
SA
SA

SA
SA
SA
SA

SA
SA
SA
SA

ACtr
RPtr

ACtr
RPtr

ACtr
RPtr

Fig. 11. Ganged SALT-C reduces storage overheads of ACtr and RPtr by
tracking gangs containing multiple subarrays (shown four subarrays per gang).

For SALT-C with gangs, we continue to use the same
APM/ATH parameters as TRHD=500; however, as this de-
sign tracks and mitigates a larger area, the tolerated TRHD
increases in proportion to the number of subarrays in the gang.
Table XI shows the gang size, APM/ATH parameters, and
storage overheads per bank as TRHD varies from 500 to 4K.

TABLE XI
STORAGE AND PERFORMANCE OF GANG SALT-C

Target Gang APM/ Storage Average
TRHD Size ATH (Per Bank) Slowdown

500 1 subarray 13/26 480B 0.3%
1000 2 subarray 13/26 256B 0.3%
2000 4 subarray 13/26 136B 0.3%
4000 8 subarray 13/26 72B 0.3%

SALT-C can tolerate current thresholds (4K) at a storage
overhead of only 72 bytes of SRAM per bank, which is
lower than even some of the TRR designs (e.g., a 28-entry
TRR requires approximately 90 bytes of SRAM per bank).
Thus, SALT-C is a practical design that can be incorporated
in current systems to provide Rowhammer protection with
guarantees stronger than even PRAC (Blast-Radius Freedom).

SALT-C with gangs continues to incur negligible perfor-
mance overhead. The average slowdown across different gang
sizes remains 0.3%. This occurs because the ACtr decrements
with time-based REF, which is sufficient to handle the acti-
vations per gang. Even though the activity per gang increases
in proportion to the number of subarrays (e.g., 4x more ACtr
increments with a gang containing four subarrays per gang),
the REF-based decrement also occurs more frequently (e.g., 4x
more frequent ACtr decrement with four subarrays per gang).



B. Designing SALT without ABO

Our default design of SALT and SALT-C assumes that the
mitigation time (the refresh of a bundle in one subarray) is
obtained via the ABO command. ABO is a new command,
which was recently released as part of the PRAC+ABO
specifications [15]. As ABO is optional, in the near term,
likely, the SOC vendors may not implement the ABO support
on their memory controllers (in fact, even though RFM was
introduced five years ago, a recent study [11] found that Intel
and AMD still do not support RFM, even if required by
the DRAM chips). Ideally, in the near term, DRAM vendors
would like an in-DRAM mitigation that operates transparently,
without relying on any ABO/RFM support from SOC vendors.
In this section, we enable such a transparent design of SALT.

The transparent design performs mitigations under REF.
During REF, in addition to performing the time-based refresh
(16 rows, one in each of the 16 subarrays), this design can also
refresh 7 additional rows from one of the subarrays (similar to
refreshes under ABO). As mitigation is performed only under
REF, on-demand mitigation is not viable (no ATH needed).

Transparent SALT: The transparent design of SALT per-
forms the subarray-level mitigation under REF only if the
subarray has an ACtr counter more than APM. Otherwise,
mitigation is skipped to reduce the power overhead associated
with mitigation. Transparent SALT can still incur significant
refresh overheads for mitigation, as subarray-level mitigation
is invoked under some REF operations.

Transparent SALT-C: For transparent design SALT-C, we
reduce the ACtr of subarrays that undergo refresh due to the
time-based REF (same as our default design) and employ the
subarray level mitigation (7 rows refreshed under REF) only
if the ACtr exceeds APM. As the time-based REF reduces
the ACtr of subarrays, the need for issuing subarray-level
mitigation (7 rows refreshed under REF) is avoided. Thus,
SALT-C eliminates almost all refresh overhead, while still
ensuring that all rows in the subarray are refreshed within
the specified number of activations.

Parameters and Results: As 75 activations are possible (per
bank) between REF, the minimum APM for such a transparent
design is 75, and it can handle TRHD of 3K or higher
(sufficient for near-term designs). Table XII shows the APM
for SALT/SALT-C for TRHD of 3K/4K/5K, and the associated
refresh overheads. SALT needs 1.52-0.9 rows per REF, and
given that time-based refresh does 16 row refreshes, the
increase in refresh power is 9.5% to 5.7%. SALT-C eliminates
the refresh overheads. The slowdown of the transparent design
(both SALT/SALT-C) is zero, as it performs mitigations under
REF, thereby avoiding the time overheads.

TABLE XII
APM AND REFRESH OVERHEAD OF TRANSPARENT SALT/SALT-C

Target APM SALT SALT-C
TRHD (Row Refs. per tREFI) (Row Refs. per tREFI)
3000 75 1.52 0
4000 100 1.13 0
5000 125 0.91 0

VII. RELATED WORK

A. Silver Bullet: Region-Based Counting and Refresh
The work most closely related to ours is Silver Bullet [4],

[51]. Silver Bullet divides the memory bank into regions and
performs activity-based refresh of the entire region. As regions
are formed in a subarray-agnostic manner, to ensure security,
an additional BR rows (where BR is the defined Blast-Radius)
are also refreshed in the two adjacent regions. Figure 12(a)
shows an overview of Silver Bullet containing 3 regions (R1-
R3). To mitigate Region R2, rows C-G must be refreshed
before Region R2 reaches the threshold number of activations.
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Fig. 12. (a) Overview of Silver Bullet (b) Ripple-Attack on Silver Bullet (c)
Silver Bullet can double count ACTs, so it needs higher mitigation.

Silver Bullet suffers from three shortcomings.

1. Blast-Radius Dependent Security (Less Secure): As
Silver Bullet relies on a defined Blast-Radius, it does not
provide Blast-Radius-Freedom and is vulnerable to Ripple-
Attacks. For example, Figure 12(b) shows Ripple-Attack on
Row-E with 625K ACTs, which causes Row-C and Row-H to
have leakage equivalent to 156K-6250 ACTs.

2. Need 2x Higher Mitigation Rate: To ensure security, an
activation at the border row (e.g. Row-C in Figure 12(c))
must increment the counters of both adjacent regions (R1
and R2). Silver Bullet must be designed to tolerate a pattern
that doubles the increments with each activation. Thus, Silver
Bullet requires 2x as many mitigations as SALT/SALT-C.

3. No Refresh Coordination: Silver Bullet does not leverage
time-based-REF to avoid the activity-based-REF, so it incurs
significant overheads at low TRHD. SALT-C leverages time-
based refresh to reduce mitigation overhead by 48x.

Figure 13 shows the slowdown of Silver Bullet, SALT, and
SALT-C for THRD of 500 to 4K. All designs use a region
size of 512 rows. Silver Bullet suffers 30% to 3% slowdown,
much higher than SALT. The refresh coordination in SALT-C
enables negligible/zero overhead. Thus, our two key insights of
subarray-granularity regions and refresh coordination achieve
both stronger security and much lower overheads.
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B. PRAC+ABO: State-of-the-Art

JEDEC recently introduced specifications for Per-Row-
Activation-Counter (PRAC) and Alert-Back-Off (ABO). Recent
works, such as Chronus [3], MOAT [37] and QPRAC [48],
use PRAC to securely tolerate Rowhammer for the specified
Blast Radius. However, PRAC suffers from three shortcom-
ings. First, it performs a Blast-Radius-based mitigation and is
vulnerable to Ripple-Attacks (3.5x-78x more charge loss than
permissible for the TRH). Second, performance overhead, as
the increase in memory timings (e.g. tRC from 46ns to 52ns)
causes slowdown due to higher latency for memory requests.
Third, it incurs significant storage overhead due to the per-row
counter. SALT-C improves PRAC in all three respects.

Security: SALT-C has stronger security than PRAC as it
provides Blast-Radius-Free Rowhammer mitigation. Note that
PRAC+ABO cannot tolerate ColumnDisturb [53], whereas
SALT-C (with minor modifications) can tolerate ColumnDis-
turb with 0% performance overheads (see Appendix-A).

Area Overheads: SALT-C requires a much lower area over-
head than PRAC. PRAC requires one counter per row (512
counters per subarray, so 768 bytes DRAM per subarray).
SALT-C requires only 2 bytes of SRAM per subarray. Typical
DRAM density is about 10x higher than SRAM [9], so SALT-
C incurs 38x lower area overhead than PRAC.

Performance: SALT-C incurs a lower slowdown than PRAC.
The slowdown of PRAC is highly sensitivity to the page pol-
icy [18] (open-page versus closed-page). Figure 14 shows the
performance overhead of PRAC and SALT-C for both open-
page and closed-page systems, and policies are normalized to
the respective systems. The overheads of PRAC are constant
across TRHD of 125 to 4K, as the slowdown is mainly due
to the longer timing (tRC) and not mitigation. PRAC suffers
1.7% slowdown for closed-page systems and 5.1% for open-
page systems. Until TRHD of 500, SALT-C incurs negligible
overheads (0.1% for open-page and 0.3% for closed page). At
TRHD=250, the overheads increase to 2.8% and 4.5%.
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AT TRHD below 165, SALT-C requires an ALERT faster
than once per 4 ACT, whereas JEDEC specifications permit
a minimum of 4 ACTs between ALERTs. So, SALT-C is not
viable below a TRHD of 165. Nonetheless, SALT-C provides a
practical solution with low storage, low performance overhead,
and stronger security for the foreseeable future, when TRHD
is likely to be at or above 500. In practice, it is important to
have a substrate that can reliably handle current and emerging
failure modes rather than one that scales to theoretically low
thresholds but causes failure with emerging modalities [53].

C. Changing Subarray with Refresh Generating Activations

REGA [30] provides Blast-Radius-Free Rowhammer mit-
igation by modifying the DRAM array to generate one (or
more) mitigative refreshes on each activation. It does so by
modifying the DRAM circuitry to decouple the row buffer
after activation, allowing the subarray to service the refresh
of another row. Our goal is to mitigate Rowhammer without
requiring changes to the DRAM array, making our solution
more practical for commodity devices. We also observe that
activation is a high-power operation, and JEDEC specifies a
rate limit on the number of activations permitted per channel
within a given time period (as defined by the tFAW parameter,
which specifies the minimum time for four activations). As
REGA increases the work done per activation (due to mitiga-
tive refreshes), it may exacerbate the tFAW constraints and
thus incur performance overheads. SALT does not affect the
work done per activation; therefore, it does not affect the tFAW
constraints. Finally, SALT-C can tolerate TRHD of ≥ 1K
without requiring any mitigative refreshes (time-based refresh
is sufficient, per Table IX). In fact, our insight of refresh
coordination can also help REGA avoid the power overheads
of mitigative refreshes.

D. Victim Refresh Using SRAM Trackers

Several studies have proposed storage-efficient trackers for
identifying aggressor rows, and mitigating using refresh of
victim rows for a defined Blast-Radius. Table XIII compares
storage overhead (per bank) of SALT-C with prior schemes for
TRHD of 500. Prior schemes incur 17x-116x storage overhead
and still suffer from Blast-Radius dependence, making them
vulnerable to distant leakage via Ripple-Attacks.

TABLE XIII
SRAM-TRACKER BASED ROWHAMMER MITIGATIONS

Design SRAM Blast Secure Against
Overhead Radius? Distant Leakage?

SALT-C 0.5KB (1x) No Yes
Graphene [34] 8.4KB (17x) Yes No

CBT [45] 37KB (74x) Yes No
TWiCE [24] 58KB (116x) Yes No

E. Probabilistic In-DRAM Solutions

The security of probabilistic in-DRAM trackers, such as
PARFM [19], PrIDE [10], and MINT [38], is dependent on
reliable on-chip pseudo-random-number-generator (PRNG).
Prior work [35] showed that LFSR-based PRNG (used in
DSAC [8]) can be easily broken. Similarly, a recent attack,
Phoenix [32], exploits the fact that certain positions are
unlikely to get sampled and are prime targets for Rowhammer
attacks. Most likely, this non-sampling of certain positions
arises from imprecise randomization by the PRNG. Further-
more, when probabilistic solutions fail, reproducing the failure
is difficult due to non-determinism; therefore, deterministic
solutions are preferred by industry. SALT avoids reliance on
PRNG. Probabilistic solutions also require frequent mitiga-
tions, leading to greater slowdowns (due to the frequent use
of RFM commands, which stall the processor).



MIRZA [46] is our prior work (developed one year earlier),
which reduces the mitigation overheads of MINT by per-
forming region-based filtering. MIRZA invokes MINT-based
mitigation only if the activation count of the region is more
than a filtering threshold (FTH). (e.g. about 1500 for TRHD
of 1K). Compared to MIRZA, SALT provides the following
advantages: (1) it removes the reliance on Blast-Radius, so
it provides stronger security, (2) it provides a deterministic
solution that avoids reliance on PRNG, and (3) it can easily
be extended to handle the new ColumnDisturb failures. Fur-
thermore, SALT/SALT-C suffers much lower slowdown under
performance attacks compared to MIRZA (e.g., at TRHD=2K,
60% slowdown for MIRZA versus 15% for SALT/SALT-C),

F. Limitations of Fractal Mitigation

A recent work [36] proposed Fractal Mitigation (FM),
which guarantees refresh for only d=1 victim rows, and other
victim rows are refreshed with probability p = 1/2(d−1),
which helps with mitigating distant rows. FM was designed to
handle only indirect attacks (due to mitigative activations) and
not due to leakage beyond Blast Radius. We observe that under
an exponential leakage model, FM can still cause significant
unmitigated leakage for rows d>1. For example, for a mean-
time-to-failure of 10K years, the damage on victim rows (d>1)
is approximately 40K for ATH=1K. Thus, even if PRAC is
implemented with FM, our Ripple-Attack can cause about 20x
the damage permitted under PRAC.

G. Mitigation via Dynamic Row Migration

Thus far, we have focused on victim-refresh. Blast-Radius-
Freedom can also be achieved through alternative mitigating
actions, such as Row-Migration (e.g., RRS [40], AQUA [43],
SRS [49]). However, such designs are incompatible with in-
DRAM mitigations, as they require additional time to migrate
a row from one location within the DRAM bank to another
(during migration, the DRAM channel remains busy for sev-
eral microseconds). Furthermore, these schemes require high-
cost SRAM trackers (e.g., Graphene) to track hot rows. These
solutions also cause significant slowdowns at TRHD below
1K [42]. Our solution avoids significant SRAM overhead for
tracking, avoids slowdowns, and is in-DRAM compatible.

SHADOW [47] proposes in-DRAM row migration where
rows are randomized within their respective subarrays. To aid
row-swap, each subarray is provisioned with an extra row.
As migrations relocate rows, SHADOW maintains the per-
subarray physical-to-device mapping in a table resident in the
spare row. Each activation must first retrieve the mapping, and
only then can it perform the activation at the remapped location
– this indirection increases the overall activation latency by
30%. Compared to SHADOW, SALT avoids the extra space
for a spare row (40x lower area overhead), does not increase
DRAM timings (thereby avoiding timing-related slowdowns),
and does not rely on randomization for security. SALT-C uses
refresh coordination to avoid slowdowns up to a TRHD of
500, whereas SHADOW relies on periodic RFMs, which cause
significant slowdowns at low TRHD.

H. Mitigation via Rate Control of Aggressor Rows

Another way to obtain Blast-Radius freedom is via Block-
hammer [50], which limits the number of activations to a
given row during the refresh window (32ms) to less than
TRHD. While Blockhammer can tolerate Ripple-Attack, it
suffers from two key drawbacks. First, Blockhammer is incom-
patible with in-DRAM settings. DRAM chips are required to
deterministically service a given request (within the specified
time); therefore, it is not possible for them to arbitrarily
delay requests to conform to rate limits. Second, Blockhammer
suffers from an unacceptably large worst-case slowdown. For
example, consider an application that continuously activates
two rows within a bank, the baseline can service one request
every tRC (46ns), however, at TRHD of 1K, Blockhammer
can service only 500 requests in 32ms resulting in 1400x slow-
down (1 request per 64 microseconds). Table XIV shows the
theoretical worst-case slowdown for Blockhammer and SALT
as TRHD is varied. The potential for 100x-1400x slowdowns
with Blockhammer makes it impractical for adoption due to
concerns of denial-of-service attacks, whereas the worst-case
slowdowns with SALT are pretty small (within 2x).

TABLE XIV
WORST-CASE SLOWDOWN FOR BLOCKHAMMER AND SALT

TRHD 4K 2K 1K 500
Blockhammer 174x 384x 696x 1391x

SALT 1.08x 1.15x 1.3x 1.6x

VIII. CONCLUSION

Conventional in-DRAM solutions for mitigating Rowham-
mer, including PRAC, rely on refreshing a fixed number of
victim rows (as indicated by the Blast-Radius) on either side
of an aggressor. In this paper, we exploit the fact that charge
leakage decays exponentially with distance, so rows beyond
the blast radius still exhibit nonzero (albeit small) leakage. Our
Ripple-Attack shows that even small leakage can be amplified
to cause a 3x-78x greater charge loss than what is permissible
under PRAC. We develop SALT (Subarray-Level Tracking
and Mitigation) that provides Blast-Radius-Free Rowhammer
mitigation, with lower slowdown (0.3% vs. 1.7%) and area
overhead (38x) than PRAC.
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APPENDIX-A: TOLERATING COLUMNDISTURB WITH SALT

In this section, we focus on ColumnDisturb [53], which
is a newly discovered data-disturbance error that shows that
activations in a row can cause bit-flips at rows hundreds or
rows from an aggressor row. ColumnDisturb would break
existing row-granularity defenses (such as PRAC+ABO) that
rely on Blast Radius, thereby further motivating our central
argument that tracking and mitigation must be performed at
subarray granularity and without relying on Blast Radius.

A. ColumnDisturb: Mechanism and Impact

Concurrent to our submission, a MICRO paper presented a
new data disturbance error, called ColumnDisturb [53]. The
key idea exploited in this pattern is that different rows of
a subarray share the column line. Furthermore, the column
line is shared between adjacent subarrays in an open-bit-line
architecture that uses a single sense amplifier to serve both
subarrays (thereby breaking physical isolation).

The Pattern: The pattern for ColumnDisturb is opening a
row and keeping it on for tON time-period, closing it, and
repeating this pattern continuously for tCD milliseconds.

The Errors: The authors characterized DDR4 and HBM2
chips and showed that, even with tCD less than the refresh
time window (64ms for DDR4), existing chips can still suffer
a large number of bit flips. Notably: (1) the bitflips occurred
at distant rows (about 374-446 rows from the aggressor row,
when aggressor and victim were in the same subarray), and
(2) sometimes the bitflips occurred in adjacent subarrays, so
an activation of a row in one subarray can cause vulnerability
for up to 3 subarrays (current + two immediate neighbors).

The Impact: As the cells affected by ColumnDisturb are
hundreds of rows away, any mechanism (such as PRAC+ABO)
that counts per-row activations and mitigates only a few rows
on either side of an aggressor will not be able to tolerate
ColumnDisturb. This error modality again underscores that, for
robust defense, it is important to think in terms of subarrays
(rather than rows) for both tracking and mitigation.

The ColumnDisturb paper mentions two mitigations to limit
tCD to 8ms. First, reduce the DRAM refresh time from 32ms
to 8ms, which incurs significant energy and performance over-
heads. Second, a scheme called PRVR (Proactively Refreshing
ColumnDisturb Victim Rows), which refreshes all rows in
three subarrays once before the aggressor row is hammered or
pressed enough times to induce a bit-flip. Unfortunately, the
paper does not provide any design details for PRVR, such as
the tracking mechanism, the threshold number of activations to
target 8ms, and the rate of mitigation across the three subarrays
to ensure that mitigations are completed within 8ms. The paper
observes that PRVR still incurs approximately 30% of the
performance overhead and 25% of the energy overhead of an
8ms refresh, indicating that PRVR’s overheads remain high.
We show our insight of refresh coordination can help SALT-
C tolerate ColumnDisturb with virtually zero overhead (by
leveraging the time-based refresh for mitigations).

B. Extending SALT and SALT-C to Handle ColumnDisturb

To handle ColumnDisturb, we introduce SALT with CDP
ColumnDisturb-Protection (CDP). SALT with CDP requires
two changes. First, on an activation to a subarray, CDP
increases the ACtr of three subarrays: the given subarray and
the two neighboring subarrays. Second, CDP converts long
row-open time into multiple activations [41]. For example,
each period of 500ns the row is open is treated as one
activation. Thus, if a row is kept open for a long time, it will
cause multiple increments for ACtr, and the attacker is forced
to use a tON of 500ns or less. Therefore, if an attacker targets
a tCD of 8 ms, the attacker must inflict 16K activations on the
aggressor row. To ensure protection, CDP must keep MaxACT
below this threshold. We note that with CDP, each activation
increments 3 subarrays, so APM must be reduced by 3x (to
provision for 3x higher mitigation activity) compared to the
SALT design that targets a MaxACT of 16K (TRHD of 8K, so
APM of 212). Therefore, to tolerate an 8ms ColumnDisturb,
CDP uses APM of 70, ATH of 140.

C. Impact on Performance

To highlight the importance of refresh coordination for
reducing performance overhead, we evaluate two variants
of CDP: one built on SALT (no refresh coordination) and
one built on SALT-C (with refresh coordination). Figure 15
compares the performance overhead of these two designs along
with two prior solutions: (1) Increasing refresh to 8ms, and (2)
PRVR* design that is estimated to incur 30% overhead of 8ms
refresh (as the design details of PRVR are not available, we
cannot do a direct comparison with PRVR).

With 8ms refresh, the slowdown for ColumnDisturb pro-
tection is significant (22%). PRVR* is estimated to incur
30% overhead of the 8ms refresh scheme, so it still incurs
high overheads (6.7%). SALT (CDP) has comparatively lower
overheads (2.3%). SALT-C (CDP) leverages time-based-ref for
mitigation and eliminates all performance overheads. Thus,
SALT-C (CDP) is a robust and low-overhead solution for
mitigating ColumnDisturb. Thus, our critical insights of doing
tracking and mitigation at subarray granularity, and leveraging
time-based-refresh to avoid activity-based-refresh are both
powerful even for this new modality of data-disturbance error,
which appeared several months after our paper was submitted.
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Fig. 15. Slowdown of different ColumnDisturb protections. Refresh coordi-
nation helps SALT-C (CDP) tolerate ColumnDisturb with 0% slowdown.



ARTIFACT APPENDIX

This artifact presents the code for SALT, our Rowhammer
mitigation based on Subarray-Level Tracking and Mitigation.
We provide C++ code to determine the performance overhead
(and ALERTs-per-tREFI) for different SALT configurations.
We provide scripts and code for the following analysis and to
recreate the data in the following key studies:

1) Fig-6a: The slowdown due to SALT for different TRHD.
2) Fig-6b: The ALERTs-per-tREFI for different TRHD.
3) Fig-8: The slowdown due to SALT-C for different TRHD.

The artifact is at: https://zenodo.org/records/17869821

Artifact check-list (meta-information)
• Algorithm: SALT/SALT-C mitigation.
• Compilation: Tested with g++ (Apple clang-1500.3.9.4)
• Run-time environment: Tested on Mac OS Sonoma 14.5 and

Linux.
• Hardware: The artifact can be run on a Linux machine (64

core) or a laptop (e.g. Macbook).
• Execution: Simulator-based performance Models.
• Metrics: Slowdowns for the tolerated thresholds
• Output: Recreating performance results: Fig-6ab, Fig-8.
• Experiments: Instructions to run the analysis and plot graphs

are available in the README file.
• How much disk space is required (approximately)?: 5 GB.
• How much time is needed to prepare workflow (approxi-

mately)?: 10 minutes
• How much time is needed to complete experiments (approx-

imately)?: 3 hours (on Linux server) or 15 hours (Laptop)
• Publicly available?: Yes.
• Workflow framework used?: Simulation Models.
• Archived (DOI)?: Yes, DOI:10.5281/zenodo.17860231.

Description

How to access: The code is available at the following link:
https://zenodo.org/records/17869821

Hardware dependencies: Evaluations can be run on most
generic Linux machines or laptops.

Software dependencies: g++ is used for compilation, and
Python3 with matplotlib and numpy to plot graphs.

Experiment workflow

See README for detailed instructions. Run the ./runall.sh
script to run experiments and ./graph.sh to display figures.

Evaluation and expected results

The artifact provides the scripts to run both the performance
evaluations and display the graphs. The relevant commands are
provided in the artifact README. The artifact recreates the
key results – Figure 6 and Figure 8.

Experiment customization

Scripts are self-contained and require no customization.

Methodology

Submission, reviewing, and badging methodology:
• https://www.acm.org/publications/policies/artifact-

review-and-badging-current
• https://cTuning.org/ae

REFERENCES

[1] “JEDEC Updates JESD79-5C DDR5 SDRAM Standard:
Elevating Performance and Security for Next-Gen Technologies,”
https://www.jedec.org/news/pressreleases/jedec-updates-jesd79-5c-ddr5-
sdram-standard-elevating-performance-and-security.

[2] (2021) On Setting Thresholds for Counter-based Rowhammer Defenses.
https://stefan.t8k2.com/rh/thresholds/index.html.
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